Trainer Notes

Module 8: Access, Security, and Privacy
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Display Learning Objectives

Display Introduction

Display Introduction- Good Security Benefits Us

Display Introduction- Good Security Benefits the American People

Display Physical Security

Display Personnel Security


MODULE 8:  ACCESS, SECURITY, AND PRIVACY

The learning objective for this module is for participants to understand the “who” and “why” of access to the Federal Parent Locator Service (FPLS) and what security measures are in place to protect the information. 

TRAINING MATERIAL

PowerPoint slide presentation 

Overhead projector

Handouts (8-A through 8-F)

Flip chart with easel and markers

SSA video on security, VCR/TV



Display Access, Security, Privacy – Sources That Define These Safeguards
I.
Sources That Define Access, Security, and Privacy

The Federal government and States must provide safeguards to ensure both the security and privacy of information contained in the databases in which they store information and with which they interact.  States may presently have security and confidentiality provisions in statute, which contain penalties for violation.

First, let’s list the various sources through which these safeguards are defined.  Then we’ll discuss each of these in detail.

A.
Personal Responsibility and Work Opportunity Reconciliation Act of 1996 (PRWORA)

B.
Privacy Act of 1974

C.
Computer Security Act of 1987

D.
Internal Revenue Code of 1986

E.
Office of Management and Budget (OMB) bulletins and circulars

F.
Federal Information Processing Standards (FIPS) publications



Show SSA video on security.

Display PRWORA Limits Access to:
II.
PRWORA  (Public Law # 104-193)
A.
PRWORA limits access of information to National Directory of New Hires (NDNH) data to the following sources:

1.
State agencies that administer the Child Support Enforcement Program

2.
Temporary Assistance to Needy Families (TANF) program for matched data only

3.
Foster care and welfare programs for the purposes of program administration

4.
Secretary of the Treasury for purposes of administering tax laws 

5.
Commissioner of the Social Security Administration (SSA)  for purposes of verifying Social Security numbers (SSNs) and general program purposes

6.
At the discretion of the Secretary of DHHS, researchers pursuing projects that will benefit Title IV-A and IV-D (although data is given without personal identifying information)

7.
Authorized persons as defined by Sections 453(c) and 463(d) of the Social Security Act 

8.
Courts with authority to issue child support orders. (Access to this information must also be for a purpose that is authorized in the statute.)



Refer participants to handouts:

· Matrix listing different types of locate requests (handout 8-A, see Appendix A).

· Matrix that describes authorized persons defined by Section 453(c) and 463(d) of the Social Security Act (handout 8-B, see Appendix A). 

Walk participants through both handouts and facilitate discussion on the need for both requirements to be met – that is, both the authorized purpose of the information and the authorized person making the request.

Eventually, financial institution data matching will also be able to provide information about debts owed by an individual.


B.
Matrix of locate requests

Let’s take a look at the first handout.  The matrix that you have in front of you defines:

1.
Types of locate requests 

2.
The person authorized to make the request

3.
The authorized purpose of the request

4.
Persons about whom information may be requested 

5.
The sources that the can be searched 

6.
The information that can be returned

7.
Exceptions to disclosure

Let’s walk through a IV-D case example so that you can see how this works:

1.
Types of locate requests – A request to locate a noncustodial parent (NCP) for the purpose of establishing paternity, or to establish, modify or enforce child support obligations.

2.
The person authorized to make the request: A court that has authority to issue an order, to serve as the initiating court or to seek a child support order is the authorized person to make the request.

3.
The authorized purpose of the request: To enforce, establish or modify an order for support.

4.
The persons about whom information may be requested – the NCP. 

5.
The sources that can be searched are:

a.
NDNH

b.
SSA

c.
Department of Defense/Office of Personnel Management (DOD/OPM)

d.
Federal Bureau of Investigation (FBI)

e.
Department of Veterans Affairs (DVA)

f.
FCR

g.
Internal Revenue Service (IRS)

h. IRS 1099

6.
The information that can be returned will include the following:

a.
Person’s SSN

b.
Person’s address

c.
Employer’s name

d.
Employer’s address

e.
Employer identification number

f.
Wages

g.
Benefits (including health care information)

h.
Pensions

i.
Type, status, location, and amount of assets owed by the individual


C.
Authorized persons defined by Sections 453(c) and 463(d) of the Social Security Act. 

The second handout concerns access to the FPLS.  It describes the following in great detail:

1.
Who can have access 

2.
Under what circumstances access is gained

3.
How to gain access 

4.
What data is available 

5. The exceptions

Again, let’s look at our example.

1.
Who can have access – Under Section 453(c), the court has authority to access information. 

2. Under what circumstances access is gained – The court can access information in order to establish paternity or establish, modify, or enforce child support obligations.

3.
How to gain access – The request must be filed in accordance with regulation 453 (a) and must be processed through the State Parent Locator Service (SPLS) under 45 CFR 303.70.  The SPLS may process the request from the court to the FPLS under authority found in 45 CFR 302.35(c)(2).

4.
What data is available – The data the court will receive will include the following:

a.
SSN, address, and name of NCP; address and Federal Employer Identification Number (FEIN) of employer.

b.
Information on the NCP’s wages, other income forms, and benefits of employment (including health care coverage).

c. Information on the type, status, location and amount of any assets of, or debts by or to, the NCP.

5. Exceptions will be discussed below, i.e.                  Family Violence, Privacy Act of 1974.



Display Family Violence Indicator

Initiate discussion on family violence to see what participants would do in some different situations. 
III.
Family Violence

The FPLS has a new indicator that States can use to restrict access to locate information.  If a State notifies the Secretary of DHHS via the FCR that there is evidence of family violence, no information will be disclosed, even to authorized users, with one exception.  A court with authorization to enter an order for support may request the Family Violence indicator be overridden.  The information will be provided to the court.  Upon receipt, the court must ascertain if further disclosure of the information would not be harmful to the parent or child.  

The family violence indicator should be set where the State has reasonable evidence of  violence or child abuse and believes that the release of the information may result in physical or emotional harm to the parent or child.



Display Privacy Act of 1974
IV.
Privacy Act of 1974 (P.L. 93-579)

The Privacy Act of 1974 provides standards for, and restrictions on, records maintained by Federal agencies on individuals.  Simply stated, it says who has access to the information and what agencies are authorized to collect the information. This act also provides penalties for unauthorized disclosure of information.



Display Computer Security Act of 1987
V.
Computer Security Act of 1987 (P.L. 100-235)

The Computer Security Act of 1987 mandated the following:

A.
Improvement of privacy for unclassified, sensitive information in Federal computer systems.

B.
Preparation and periodic update by Federal agencies of security plans for their computers that process sensitive information.

C.
Periodic training in computer security awareness and accepted computer practices for all Federal and contractor employees who are involved with the management, use, and operation of each Federal computer system within or under the supervision of that agency.



Display Internal Revenue Code of 1986

Let participants know that at the end of this module, we’ll look at slides/handouts of the expanded FPLS Security Plan Table of Penalties.

A further resource to States is a book from the IRS entitled Tax Information: Security Guidelines for Federal, State and Local Agencies. 
VI.
Internal Revenue Code of 1986 (IRC section 7431)
The Internal Revenue Code of 1986 outlines the provision of civil and criminal damages that may be assessed against individuals at the Federal and State levels for unauthorized disclosure of IRS information.  In other words, it describes what will happen to anyone who gives out, shows or views IRS information that they’re not supposed to.



Display OMB Bulletins and Circulars

Refer participants to websites to view OMB bulletins. 

Display OMB Bulletins and Circulars (cont.)
VII. OMB Bulletins and Circulars

A.
OMB Bulletin No. 90-08

The OMB Bulletin No. 90-08 provides guidance to Federal agencies about computer security planning activities required by the Computer Security Act of 1987.

B.
OMB Circular No. A-130

The OMB Circular No. A-130 establishes minimum controls (in Appendix III of the Circular) that are to be included in Federal automated information security programs.

It also assigns Federal agency responsibilities for the security of automated information and links agency automated information security programs and agency management control systems.

It further states what techniques can be used to collect the electronic information, and it discusses the safeguards that agencies must maintain to protect the information.

The complete Appendix III is available on the on-line address:



http://www.whitehouse.gov/WH/EOP/OMB/html/
circulars/a130/a130.html



Display FIPS Publications

Refer participants to handouts 8-E (FIPS Publication 102) and 8-F (FIPS Publication 73) in Appendix A.

Open discussion to participants.  Do they have any security concerns?  Do their clients or employers have any security concerns?


VIII.
FIPS Publications

A.
FIPS Publication 102

FIPS Publication 102 describes how States should establish and implement a computer security certification and accreditation program.  

B.
FIPS Publication 73

FIPS Publication 73 focuses on controls for use with computer applications and provides guidance to address and prevent inadequacies in the design and operation of computer applications.

Display Penalties for Violation of Security Rules

Display Controlled Access Protection

Display System Warning Banner
IX.
Violation of Security Rules

Last, let’s talk about what happens if anyone violates the security rules that we’ve just discussed.

A.
For the average IV-D worker, violation of the rules governing security can be a civil or criminal offense leading to suspension, loss of employment, fines, and imposition of jail time.  In some instances, individuals may also be held personally liable, i.e., civil lawsuits.

B.
For States, violation of security rules could mean loss of access to this information, fines to States, and criminal or civil penalties for the organization and managers.
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